
Gregory Hutchins
Information Systems Security Officer (ISSO)

Colorado Springs, CO (719) 555-0141 gregory.hutchins@email.com linkedin.com/in/gregoryhutchins

SUMMARY Information systems security officer with 8 years in DoD information assurance, holding

ATOs for classified and unclassified systems under RMF and JSIG. Builds SSPs and

POA&Ms in eMASS, reviews Nessus and Splunk results every week and reports FISMA

metrics to program leadership. CISSP certified with an active Top Secret clearance.

EDUCATION Bachelor of Science 05/2018

University of Colorado Colorado Springs Colorado Springs, CO

Information Systems

EXPERIENCE Information Systems Security Officer (ISSO) 02/2022 - Present

Peak Defense Solutions Colorado Springs, CO

ISSO for 9 classified and unclassified systems on an Air Force space program.

• Maintain ATOs for 9 systems under RMF and JSIG, with no lapses across 3 reauthorization

cycles.

• Write and update SSPs, hardware and software lists and POA&Ms in eMASS for 1,200 assets.

• Review weekly Nessus scans and Splunk audit logs, closing 280 findings with system

administrators in 2025.

• Manage PKI certificates and smart card access for 350 users and audit account changes

monthly.

Information Assurance Analyst 06/2018 - 01/2022

Pikes Ridge Aerospace Colorado Springs, CO

Analyst supporting ground-system authorization for a satellite operations contract.

• Prepared 4 authorization packages that earned ATOs on the first submission.

• Tracked 150 POA&M items and briefed monthly status to the ISSM and program manager.

• Ran STIG checks on 400 Windows and Linux hosts and raised compliance from 71% to 95%.

• Delivered annual information assurance training to 500 staff and contractors.

IT Support Technician 08/2016 - 05/2018

Pinecliff Community Bank Colorado Springs, CO

Part-time IT role during college at a 7-branch community bank.

• Resolved about 30 help desk tickets a week for 150 branch staff on Windows, printers and

teller systems.

• Applied monthly patches to 180 workstations and logged every exception for the IT

manager.

• Disabled access for departing employees within 1 business day using a checklist built with

HR.

SKILLS RMF JSIG• eMASS• SSPs• POA&Ms• FISMA• Nessus• Splunk• PKI•

Information Assurance

CERTIFICATES Certified Information Systems Security Professional (CISSP)

ISC2

04/2021

CompTIA Security+

CompTIA

09/2018


